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Checkpoint VPN Profile with Certificate

To Activate VPN Profile with Certificate follow the below steps.

1- Click start then click Check Point Endpoint Security VPN

Recently added Life at a glance Play and explore

@  Check Point Endpoint Security VPN See all your mail in one place
Monday

(D) Netxplorer - 172.205.144 »]6 (G = | 9 S

And more...

Most used Xbox Console... Groove Musid

% Outlook

= e a

Remote Desktop Connection Microsoft Edge:

Firefox

File Explorer o "

Weather OneNote Microsoft Store

‘*\a—c e

Command
Firefox Prompt Snipping Tool

P-touch Editor 5.0

/= Acrobat Reader DC

Q9 Alarms & Clock

£ [rype here to search

2- Click Yes to configure new site

{2 Check Point Endpaint Security >

Mo site is configured. Would you like to configure a new site?

3- Click Next
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{5 Site Wizard X

Welcome to the Site Wizard

The wizard will guide yvou through the configuration of
a new site for the VPN dient.

EE_ Mext | Cancel | | Help |

4- Enter the IP Address of server (For Sec-32:- 119.252.208.40) and click next
(For GNOC:- 119.252.212.240)

{31 site Wizard b4
% Welcome to the Site Wizard y ;_ ]
£ zite iz pour gateway bo network, resources. ’ ’
To continue, fill in the required information and dick next.
Server address or Name: 119.252,212.240 |
[ Display name: 119.252,212,240
- Mext Cancel | | Help

Wait for a couple of minutes to resolving site name
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& Site Wizard X

Resolving Site Name y ; J
A .

Flease wait while the Site Name is being resolved

This may take several minutes, depending on the speed of your network connection.

Back Mext Cancel | | Help

5- Click on trust and continue to verify the certificate

i Check Point Endpoint Security X

Endpoint Security: J&| Check Point’

SOFTWARE TECHNOLOGIES LTE.

v The site's security certificate is not trusted!

While verifying the site's cerificate, possible security ricks were discovered.
Press 'Details’ for more information.

e

Check Point Endpeint Security is connecting to site

|GEOFENCE VPN Certficate |

Which has the following fingerprint
|LAHKSANG NEST WARM MINT KURT CAST SALT MOOR AWE MINI OLAF |

We strongly recommend that you cortact your system administrator about these issues. By
clicking "Trust and Continue", you confirm that you are aware of the risks and agree to
continue.

—l |Tru§ and Continue ‘ | Cancel
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6- Click Next

% Site Wizard %

% Login Option Selection
Select pour login zequence choice from the options zet by your administrator t ’

Please select your preferred login option from the following list

Standard (Default) hd

| Ba!_» MNext | | Cancel | | Help

7- Select Certificate and click Next

= Site Wizard e
Authentication Method ._q
Select the authentication method to be used.

O username and Password
Click if you use an account name and password.

—> @) Certificate
Click if you use Hardware tokens or any other certificate type.

O SecurlD
Click if you use RSA SecurlD.

O Challenge Response
Click if you are required to provide different responses to a challenge.

(O Secure Authentication API (SAA)
Click if you use third party authentication.

| Ba!l—-» Mext | Cancel | | Help
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8- Select Use certificate from Public-Key Cryptographic Standard (PKCS #12) file and click next

£ Site Wizard X
g Certificate Authentication ..q
Select pour certificate type far authentication. ] ’

(O select certificate from hardware or software token (CAPT)

—_— ®) Use certificate from Public4ey Cryptographic Standard (PKCS #12) file

[ check this if you don't have a certificate yet (works only with ICA certificates)

Pee—  Next Cancel Help

9- Click Finish

3 Site Wizard ®

Site created successfully

Sim Cancel Help

10- pop-up window will appear:- Would you like to connect? Click Yes

{3 Check Point Endpoint Security ¢

@ Would you like to connect?
- -

Yes Mo
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11- Click Browse... and select the certificate.

& waul

Site:

| 119.252.208.40_cert

Authentication

Flease enter your credentials:

4.:

hd
Change Login Option Settings

Certificate File:
Password:

[ 1

Click here if you don't have a certificate for this site

Connect

Selected Login Option: Standard

12- Select Certificate

@& weul

(@ Select Certificate File

"
€« v » ThisPC » Local Disk (C:) » vpn [4] S Searchvpn

v

Organize +  New folder

s Quick access

I Deskiop

& Downloads

Documents #

=] Pictures Ed
ca

D Music
System32

B Videos

[ This PC

~

Name

test_vpn

~ Date modified

3/18/2020 3:25 PM

=~ M @
Type

Personal Informati...

¥ Network v < >

File name: | test_vpn | | Certificate (*p12 *pbx) v

— =] o |

Connect

Help

Selected Login Option: Standard

Change Login Option Settings

In case of any assistance you may get in touch with our 24*7 support itsupport24x7 @infotelgroup.in
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— | Sassiorc

13- Enter password and click connect.

& Teul - 0 X

Site: | 119.252.208.40_cert -]

Authentication

Please enter your credentials:

Certificate File: test_vpn.p12

ot
Click here if you don't have a certificate for this site q

Connect Cancel || Heb |
Selected Login Option: Standard Change Login Option Settings
i Connecting to 119.252.208.40_cert X

Endpoint Security’ &1 Check Point’

SOFTWARE TECHNOLOGIES LTD.

4%

& Connected to 119.252.208.40_cert *

Endpoint Security I&1 Check Point’

SOFTWARE TECHNOLOGIES LTD,

100%
E Connection succeeded

‘ Disconnect | | Close | Details >

Now Connection Succeeded.
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